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Purpose

explain to customers how shifting security left removes security risks associated with moving to
the cloud

Audience

Topics

Categories

Key Points

Header: Need to Easily Meet Security Objectives? Shift Left to Do It Right!
Header 2 Shift Left and Increase Your Security Posture
Subheader: Prisma Cloud ensures your cloud applications are secure from code to user.

Live Links:
e Linkedln
e Facebook
e Twitter

Bambu


https://chat.openai.com/share/3817df8a-013a-4c83-bd5b-98ad3518d972
https://chat.openai.com/c/9b7c9aa9-20da-4fce-b219-f7a7bf54e62a
https://chat.openai.com/c/a3acb772-5219-4d05-9fcb-30da9ed193ae
https://chat.openai.com/c/1b520ca9-6717-4d14-a0ff-fed2efb67029
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.linkedin.com_feed_update_urn-3Ali-3Aactivity-3A7003400266326704128&d=DwMGaQ&c=V9IgWpI5PvzTw83UyHGVSoW3Uc1MFWe5J8PTfkrzVSo&r=-qk1OPHkBVE8IYqNdiF5MO5f-C1OidYoPMvpiguRe7M&m=dUEbZV4_85f0o9CDkucLFFpcTVzOFX6Qfm86IJ7DNVjY78ad4muaPC8K1tWHoIsJ&s=PwXAhsXY-KNyOsYmbepCN8NKDnB8ZdQdcHL3jfLb2OU&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.facebook.com_PaloAltoNetworks_posts_pfbid02c8NVB1mdyMQp8ncfTJNJMFa3tUj7bGJK7MpTFzwL4B3ZbZjQoTL3FbMmFHXpjy93l&d=DwMGaQ&c=V9IgWpI5PvzTw83UyHGVSoW3Uc1MFWe5J8PTfkrzVSo&r=-qk1OPHkBVE8IYqNdiF5MO5f-C1OidYoPMvpiguRe7M&m=dUEbZV4_85f0o9CDkucLFFpcTVzOFX6Qfm86IJ7DNVjY78ad4muaPC8K1tWHoIsJ&s=vo42-Y2-lhZb1nfWE7bCni8Z8_7w_ZM4MwRR_Kkmcsg&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__twitter.com_PaloAltoNtwks_status_1597634619729358850-3Fs-3D20-26t-3DBwETQJlCmpGnR7ZCVhFbtA&d=DwMGaQ&c=V9IgWpI5PvzTw83UyHGVSoW3Uc1MFWe5J8PTfkrzVSo&r=-qk1OPHkBVE8IYqNdiF5MO5f-C1OidYoPMvpiguRe7M&m=dUEbZV4_85f0o9CDkucLFFpcTVzOFX6Qfm86IJ7DNVjY78ad4muaPC8K1tWHoIsJ&s=_n-o2jI_CEAz3-Moo0JIE0fYNQVCF3X7e6BYglp3YhU&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__paloaltonetworks.advocacy.sproutsocial.com_current_7458332&d=DwMGaQ&c=V9IgWpI5PvzTw83UyHGVSoW3Uc1MFWe5J8PTfkrzVSo&r=-qk1OPHkBVE8IYqNdiF5MO5f-C1OidYoPMvpiguRe7M&m=dUEbZV4_85f0o9CDkucLFFpcTVzOFX6Qfm86IJ7DNVjY78ad4muaPC8K1tWHoIsJ&s=1Shp8vP3YuOuJprdBEagxIyiy14STslNVJwZkzYeuTk&e=

To stay relevant, organizations need to be nimble, offering new services, new capabilities and
transforming their customers' experiences while managing the volatile world of cyber attackers.
Moving applications to the cloud provides the first way to achieve these goals.

But how do you ensure the data, applications, and tools are secure from building the code to
securely delivering the cloud applications? When you’re responsible for the secure operation of
your cloud services, how do you ensure the transformation of your journey to the cloud?

You’ve probably heard that shifting left increases your applications’ security, ensuring they’re
deployed to the cloud without vulnerabilities. Accomplishing this can be a mystery — one that |
hope to shed light on with this post.

Shift Left — Code, Build, Deploy, and Run

Step 1- Build Security into Your Code and Build Cycles

Continuous integration (Cl) is the development lifecycle practice that provides your organization
with the ability to rapidly and continuously develop, update, and maintain your cloud-based
applications. The right tools ensure that your code is free from vulnerabilities before going to the
build stage. Shifting left can be as simple as selecting a product designed to secure cloud
applications in each step of your cloud applications’ code, build, deploy and run processes.



Palo Alto Networks Prisma Cloud scanning capabilities provides visibility and control within your
code. And, it builds processes to identify vulnerabilities and compliance violations before
progressing to the “deploy phase” of the application's lifecycle.

Step 2 — Confidently Deploy Secure Applications

With modern automation, cloud applications are in a continuous cycle of development, testing
and release, which introduces the fundamental challenge of continuous change. But, identifying
application exposures and compliance issues staged for deployment prevents them from
becoming targets of bad actors. Prisma Cloud helps enforce your policies, ensuring only trusted
applications are deployed in the cloud runtime environment.

Step 3 — Monitor and Track Applications Running Across the Cloud
Workload Continuum

Regardless of where it's deployed (laaS, PaaS, SaaS, etc.), an application’s runtime actions
should be monitored for abnormal behaviors. Prisma Cloud quickly identifies expected
behaviors and prevents anomalous behavior. It secures runtime environments with built-in
scanning capabilities, policy enforcement, predictive and threat-based protection. Prisma Cloud
helps shift your security left, optimizing your cloud applications security.

To help configure, provision, deploy and gain the maximum benefit from Prisma Cloud, we
recommend Prima Cloud CBDR Adoption Workshop or QuickStart Service for Prisma Cloud
Code Security, and shift left for optimum cloud application security.

Register for Ignite 2022 and sign up on Wednesday, December 14, 2022 for Cloud Native
Application Protection. Select our Breakout Session BO1138 — Code to Cloud: Shift Left with
Prisma Cloud, level 1,room 153. Alec Harrell, one of our automation experts, and | will be
available to walk you through use-cases and a demo, as well as talk to you about how Prisma
Cloud can help you shift left to achieve your security objectives. See you there!
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https://www.paloaltonetworks.com/prisma/cloud
https://www.paloaltonetworks.com/resources/datasheets/prisma-cloud-cbdr-adoption-workshop
https://www.paloaltonetworks.com/apps/pan/public/downloadResource?pagePath=/content/pan/en_US/resources/datasheets/sd-quickstart-service-for-prisma-cloud-code-security-s
https://www.paloaltonetworks.com/apps/pan/public/downloadResource?pagePath=/content/pan/en_US/resources/datasheets/sd-quickstart-service-for-prisma-cloud-code-security-s
https://reg.paloaltonetworks.com/flow/paloaltonetworks/ignite22/reg/login

